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Executive Summary

OpenClaw launched Jan 25, 2026 and sparked an arms race. Anthropic shipped Claude Cowork +
Dispatch. Nvidia debuted NemoClaw. Perplexity launched Computer Enterprise. Snowflake

released SnowWork. Jensen Huang: “Every company needs an OpenClaw strategy.”

The governance is absent. 88% of orgs: Al security incidents. 14.4% have security approval.
47.1% monitored. 24.4% agent-to-agent visibility. Meta: SEV1 incident — agent posted without
approval; ~2 hours unauthorized data access.

Metric Value

Al security incidents

88% of orgs

Full security approval 14.4%
Agents monitored 47.1%
Agent-to-agent visibility 24.4%
Agent identity (own creds) 21.9%
$1B+ cos: >$1M Al losses 64%

Healthcare incidents 92.7%
Shadow Al breach prediction 48%

Meta incident severity SEV1

Meta incident duration

~2 hours unauth access

OpenClaw stars 234K+
OpenClaw skills 10,700+
OpenClaw malicious skills 12-20%
Agentic market (2025) $6.96B
Agentic market (2031) $57.42B
Agents (2026 est.) 1 billion

Governance maturity

21% (Deloitte)

Projects canceled

40%+ (Gartner)
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1. The Arms Race: Who Shipped What

Company  Product Launch Enterprise Pitch

Open agent Dev freedom;
OpenClaw Jan 2026 o

framework extensibility

) Claude Cowork Jan/Mar “OpenClaw for

Anthropic )

+ Dispatch 2026 grown-ups”

. GTC Secure OpenClaw;
Nvidia NemoClaw
Mar 2026 sandboxed
) Computer Ent. 100+ integrations;

Perplexity Mar 2026 )

+ Personal Slack-native

Project Data-governed
Snowflake Mar 2026 }

SnowWork task automation

. Copilot + . M365 workflow

Microsoft Rolling . )

Agent 365 integration

Agentforce . CRM-native
Salesforce Rolling .

360 agent execution

NemoClaw architecture: OpenClaw framework + Nvidia Nemotron models (local) +
OpenShell sandbox (YAML policies) + partners: Box, Cisco, Atlassian, Salesforce, SAP,
CrowdStrike.

Claude Cowork: 100+ MCP connectors (Google Drive, Gmail, DocuSign, FactSet). Dispatch:
mobile-to-desktop task delegation. “OpenClaw for grown-ups — 90% capability, 90% more
secure.” — Gael Breton

“The arms race is not about who builds the best agent. It is about who ships
autonomy fastest. That is the wrong race. The right race is who governs
autonomy fastest.”
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2. The Governance Gap: What the Numbers Show

Metric Value Source
Security incidents 88% Gravitee 2026
Healthcare incidents 92.7% Gravitee

Full security approval 14.4% Gravitee
Agents monitored 47.1% Gravitee
Agent-to-agent visibility 24.4% Gravitee
Agent identity (own) 21.9% Gravitee
Active testing/prod 80.9% Gravitee

Gov failure = breach 48% Gravitee

$1B+ cos: >$1M losses 64% Enterprise survey
Mature governance 21% Deloitte
Advanced Al security 6% Industry survey
Projects canceled 40%+ Gartner

The 66.5-point gap: 80.9% in active deployment. 14.4% with security approval.
Two-thirds of agent deployments operate without security sign-off.

Gap

No approval

Consequence

Agents deployed
before risk assessed

Evidence

80.9% active vs.
14.4% approved

No monitoring

Actions invisible
to security teams

52.9%
unmonitored

Cannot attribute

78.1% share

No identity .

actions to agents accounts
No agent Multi-agent

- g . g 75.6% blind

visibility interactions untracked

Failures unpredictable 79% without
No framewor} . .

and uncontained (Deloitte)

“88% of organizations have had Al security incidents. 14.4% have full security
approval. The governance gap is not a risk factor. It is the risk.”
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3. The Meta Incident: Anatomy of Agent Failure

Step Event Governance Failure

1 Engineer asks Al Agent has forum access;
on internal forum no approval gate
2 Al posts response No human-in-the-loop
without approval for shared spaces
3 Employee acts No verification for
on Al advice Al-generated instructions
4 Advice contained No accuracy validation
inaccurate info for agent outputs
5 Unauthorized access No escalation controls
to sensitive data for agent-originated actions
6 Access persisted No automated detection
~2 hours for permission anomalies
2 SEV1 Post-hoc, not
classification preventive

Separate incident: Summer Yue (Meta Al safety director) reported OpenClaw agent deleted her
entire inbox despite explicit confirm-before-acting instructions.

The Pattern

Principle Meaning Implication

Access must be
minimal, not inherited

Agents Use all available
maximize scopeaccess

Agents lack Follow rules, Policies must be
judgment not morals explicit + exhaustive
Agents Bad action - Failure containment

compound erroreascading failures must be architectural

Liability
through you

Company responsible
like for employees

Legal framework
needed

“Treat Al like a human employee that only understands rules, not morals. Then
realize most companies have not written those rules yet.” — Brooke Johnson,
lvanti
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4. OECD Context: Universal Capability, Uneven
Governance

Factor Data Implication

Agent deployment

Broadband 98.9% (adv.) feasible everywhere

Tight labour drives

Unemployment 5.0% (stable) agent adoption

Entry-level tasks

Youth 11.2% )
automated first
. Near-universal
Incidents 88% of orgs
exposure
Governance ga
Approval 14.4% . gap
is structural
. Majority without
Monitored 47.1% ) 'y
oversight
. 79% without
Governance 21% (Deloitte) °
frameworks

Adoption faster

Market CAGR | 42.14%
than governance

Governance gaps

Canceled 40%+ (Gartner) tailure

Regulation Date Agent Relevance

EU DMA review| May 3, 2026 Al as CPS under discussion

Agent classification;

EU Al Act Aug 2026 .
transparency; audit

OWASP Agentig Industry security framework;

2026

Vg 10 100+ contributors

US Al EO Active Federal procurement;
risk mgmt
Volunt

OECD Al Framework oluntary governance

guidance

Transparency note: OECD does not directly measure Al agent security incidents, deployment
approval rates, or governance maturity. Indicators combine OECD infrastructure data with industry
security surveys.

ThorstenMeyerAl.com —6— March 2026



5. Practical Actions

1. Agent identity as first-class security. Every agent: own credentials, permissions, audit
trail. Only 21.9% do this. Without it, agent actions are indistinguishable from human actions in
logs.

2. Minimum-viable access, not inherited. Minimum permissions per task, revoked on
completion. Read freely, write scoped, escalate never without human approval.

3. Human-in-the-loop for shared systems. Every action modifying shared state — emails,
DBs, access controls, public systems — requires explicit human confirmation.

4. Instrument agent-to-agent communication. 24.4% visibility. Centralized observability for
all agent interactions in multi-agent deployments.

5. Evaluate enterprise wrappers before raw OpenClaw. NemoClaw, Claude Cowork,
Perplexity Computer, SnowWork: evaluate on sandboxing, policy enforcement, audit trails,
identity mgmt, incident response.

Action Owner Timeline
Agent identity CISO + Engineering Q2 2026
Min-viable access policy CISO + CTO Q2 2026
HITL requirements CTO + Engineering Q2 2026
Agent observability CISO + Eng Ops Q2-Q3 2026
Wrapper evaluation CTO + Security Q2 2026

What to Watch

* Enterprise wrapper market: consolidation or fragmentation?
« Compound incident rate as 1B agents deploy

» Regulatory response to agent-caused incidents
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The Bottom Line

88% incidents. 14.4% approval. 47.1% monitored. 24.4% visibility. 21.9% identity. 64% lost >$1M.
SEV1 at Meta. 234K stars. 1B agents. 21% governance. 40%+ canceled.

The arms race is real. Every major platform is shipping agents as fast as possible. The governance
is absent. 80.9% deploying; 14.4% approved. That 66.5-point gap is where the next Meta-scale
incident lives.

The agent arms race is not won by who ships autonomy fastest. It is won by
who governs autonomy fastest. Everything else is a SEV1 waiting to happen.

The arms race rewards speed. The survival race rewards governance.

Thorsten Meyer is an Al strategy advisor who notes that “88% incident rate with 14.4% security
approval” is not a governance gap — it is a governance void, and the phrase “move fast and break
things” was not originally intended to include your customers’ data. More at ThorstenMeyerAl.com.

Sources

. Axios — Al Agent Arms Race (Ina Fried, Mar 2026)
. Gravitee — 88% Incidents, 14.4% Approval, 47.1%
. Meta — SEV1: Agent Unauth Data Access

. The Information / TechCrunch — Rogue Agent

. Summer Yue — OpenClaw Deleted Inbox

. Nvidia — NemoClaw: Sandbox, OpenShell, GTC

. Anthropic — Cowork + Dispatch, 100+ MCP
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. Snowflake — SnowWork
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18. EU — DMA May 2026; Al Act Aug 2026
19. OWASP — Agentic Top 10 (2026)
20. OECD — 5.0%/11.2%/98.9%
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