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Executive Summary

OpenClaw: 234,000+ GitHub stars, 10,700+ skills, 2 million visitors in one week, foundation
governance with OpenAl backing. Also the first major stress test of whether open agent
ecosystems survive enterprise security scrutiny.

12% of ClawHub was compromised — 341 malicious skills. A subsequent scan found 1,184
malicious skills (~1 in 5). Cisco confirmed data exfiltration and prompt injection. Bitdefender
flagged Shadow Al on corporate endpoints. 48% of cybersec pros: agentic Al is the #1 attack
vector.

Metric Value

GitHub stars 234,000+

Skills in ecosystem 10,700+

Malicious skills (initial) 341/2,857 (12%)
Malicious skills (subsequent) 1,184 (~1in 5)
Supply chain vuln components 43 (Barracuda)
Agentic Al as #1 attack vector 48% (Dark Reading)
Regular agent security testing <40% of orgs
Security as top requirement 75% (KPMG)

Apps with agents (2026) 40% (Gartner)
Projects canceled by 2027 40%+ (Gartner)
Mature governance 21% (Deloitte)
VirusTotal skills scanned 3,016+

ToolGuard blocking latency <100ms (Runlayer)
OWASP Agentic Top 10 2026 (100+ contributors)
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1. Strategic Positioning: Why Open Wins on Speed

Capability Open Ecosystem Closed Suite
. Any LLM; Locked to
Model portabilit
P y swap freely vendor model
Full local, Cloud-dependent
Local/on-prem . .
no cloud required or hybrid
. 10,700+ skills; Vendor-curated
Custom toolchains .
extensible marketplace
Time to prototype Hours (1-line Weeks (procurement
P yp install) + IT review)
. . 234K stars; Vendor roadmap
Community velocity .
foundation cadence
Integration burden On the adopter On the vendor
On the vendor
Security assurance On the adopter .
y P (with SLA)

Open ecosystems eliminate vendor lock-in but create a new dependency: on the adopter's own
governance, security, and integration capacity. For enterprises without governance infrastructure,
this is a liability multiplier.

Shadow Al: Bitdefender detected OpenClaw on corporate endpoints — employees
deploying agents with terminal access, connecting to Slack, OAuth tokens enabling
lateral movement. Without IT visibility.

“The most dangerous agent in your enterprise is not the one you deployed. It is
the one your employees installed last Tuesday without telling anyone.”
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2. Governance and Security Reality

Attack Vector Evidence Source
Malici kill
. a' ,C ous skills 341/2,857 (12%) ClawHub scan
(initial)
Malicious skills Securit
1,184 (~1in 5) y
(subsequent) researchers
. . Confirmed without Cisco Al
Data exfiltration .
user awareness security
Promot iniection Confirmed in Cisco Al
ptin) third-party skills security
Detected
Shadow Al eec .e on corp Bitdefender
endpoints
. 43 framework
Supply chain vulns Barracuda
components
Hijack local agents Security
| k
Gl CY via WebSocket research

OWASP Agentic Top 10 (2026)

Risk Description

Excessive agency

Beyond intended
scope

OpenClaw Relevance

Default permissions
too broad

Goal hijacking

Adversarial input

Prompt injection

redirects behavior via skills
Privilege Inherits owner Root-level
escalation permissions terminal access

. Malicious 12—-20% ClawHub

Supply chain . -

dependencies contamination
Cascading Multi-agent errors Agent-to-agent
failures propagate coordination

Identity abuse

Credentials beyond
scope

OAuth token
lateral movement

Data leakage

Uncontrolled
access/exfiltration

Corp Slack/file
access
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Semantic privilege escalation: agents operate within granted permissions but act
beyond intent. Valid credentials, authorized access, unauthorized actions. Technical
controls alone cannot close this gap.

“OpenClaw’s first three months: 12% contamination, data exfiltration confirmed,
Shadow Al on corporate endpoints. The ecosystem grew faster than its
governance.”
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3. What Winning Stacks Must Provide

Control

Least-privilege

What It Does

Minimum required

Why It Matters

Limits blast radius

execution permissions of compromise
Auditable Every action logged: Forensics;
action trails tools, data, effects compliance
Deterministic Human approval Prevents
checkpoints before external action side effects

Policy
enforcement

Machine-readable
constraints per tool

Stops malicious
skills

Enterprise Readiness

L OpenClaw OpenClaw +
Criterion . .
(Native) Enterprise
. No — requires Yes — .
Least-privilege Varies
OS enforcement ToolGuard
Action audit Limited Full logging Typically yes
) Configurable .
Approval gates Manual config ) Built-in
per action
Policy-as-code Not native Emerging Some vendors
) ) Post-incident Pre-deploy
Skill vetting ) . Curated
(VirusTotal) scanning
Shadow Al Endpoint
. None ) . N/A
detection integration

The Runlayer model: governance wrapper around open ecosystem. ToolGuard: <100ms
real-time execution analysis. Customers: Gusto, Instacart, Homebase, AngelList. Open
ecosystem + enterprise governance = the emerging pattern.

“The winning stack is not the most open or the most closed. It is the one that
provides enterprise controls without killing ecosystem speed.”
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4. OECD Context: Constraints Are Governance

Constraint Data Implication
Governance . 79% deployin

. 21% (Deloitte) ) 0 deploying
maturity without governance

. . <40% test Majority of
Security testing

regularly workflows untested

Security as top Leaders know;

75% (KPMG)

requirement execution lags

Agentic Al 48% of cybersec Industry consensus
as #1 threat pros on risk
Projects Governance gaps =
J 40%+ by 2027 vernance gap
canceled project failure
OECD Signal Value Implication
Agents augment,
Unemployment 5.0% (stable) g g
not replace
Security/governance
Youth 11.2% ¥ .
roles emerging
Infrastructure ready;
Broadband 98.9% (advanced) y
governance not

Transparency note: OECD does not directly measure agent ecosystem security maturity.
Uncertainty note: OpenClaw reporting evolves rapidly. Validate claims in controlled pilots before
production.

5. Practical Actions

1. Treat open ecosystems as strategic infrastructure. 234K+ stars, foundation governance,
OpenAl backing, adoption on corporate endpoints without IT approval. Budget for governance
and monitoring.

2. Security architecture review before rollout. Microsoft guidance: isolated environments,
non-privileged credentials, non-sensitive data during evaluation. No production without security
sign-off.

3. Classify plugins by risk tier. Tier 0: read-only, internal. Tier 1: write, external-facing. Tier 2:
system access, sensitive data, financial. No Tier 2 without human approval.
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4. Contract for incident transparency. If relying on community skills: notification timelines,
remediation SLAs, audit access. VirusTotal partnership is positive but not sufficient alone.

5. Deploy Shadow Al detection. If your endpoint detection does not flag unauthorized agent
installations, you have agents you do not know about, with permissions you did not grant.

Action Owner Timeline
Strategic infra classification CIO + CTO Q2 2026
Security architecture review CISO + CTO Q2 2026
Plugin risk tier system CISO + Operations Q2 2026
Incident transparency contracts Legal + Procurement Q2 2026
Shadow Al detection CISO + IT Ops Q2 2026

What to Watch

» Whether governed open ecosystems maintain velocity while passing security review
* OWASP Agentic Top 10 as procurement baseline

« Shadow Al detection becoming standard within 12 months
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The Bottom Line

234K+ stars. 10,700+ skills. 12% initial contamination. 1 in 5 packages malicious. 48% #1 attack
vector. 75% security top requirement. <40% test regularly. 21% mature governance. 40%+
canceled.

Open ecosystems win on speed, flexibility, community. They lose on governance, security, trust.
The platform race will not be decided by skill count or star count. It will be decided by which
ecosystem first achieves enterprise controls without enterprise friction.

The agentic platform race is not about open versus closed. It is about
governed versus ungoverned. The ecosystem that solves governance at
speed wins — everything else is a liability with good marketing.

Governed versus ungoverned. The ecosystem that solves governance at
speed wins.

Thorsten Meyer is an Al strategy advisor who notes that “it's open source, so it must be safe” has
replaced “it’s in the cloud, so it must be secure” as the most expensive assumption in enterprise IT.
More at ThorstenMeyerAl.com.

Sources

. OpenClaw — 234K+ Stars, 10,700+ Skills, Foundation
. Cisco — Data Exfiltration, Prompt Injection

. ClawHub — 341/2,857 (12%); 1,184 (~1in 5)

. Bitdefender — Shadow Al on Corp Endpoints

. OpenClaw/VirusTotal — 3,016+ Skills Scanned

. Runlayer — ToolGuard <100ms Blocking

. OWASP — Agentic Top 10 (2026)

. Dark Reading — 48% #1 Attack Vector
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. KPMG — 75% Security Top Requirement
10. Barracuda — 43 Supply Chain Components
11. HN — ClawJacked WebSocket Hijack

12. Microsoft — Running OpenClaw Safely

13. Gartner — 40% Apps, 40%+ Canceled

14. Deloitte — 21% Mature Governance
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15. OECD — 5.0%/11.2% Unemployment
16. OECD — 98.9% Broadband
17. OECD — 27% Automation Risk
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