The Trojan Horse In
Your Living Room

How Smart TVs Became the e
World’s Most Sophisticated
Ad Surveillance Network
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A Strategic Brief on the Economics,
Mechanics, and Regulatory Horizon of
Connected TV Surveillance (2025-2030)
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The Illusion of the Smart TV

Core Insight: Consumers believe they are buying physical screens.
In reality, manufacturers are paying consumers to take the
hardware home to acquire an audience. The TV is the customer
acquisition cost; the surveillance data is the product.
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The Economics

Hardware acts as a massive loss
leader to fuel a 51%+ gross
margin data platform.
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The Mechanism

Automatic Content Recognition
(ACR) captures on-screen activity
up to 100 times per second.
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The Reckoning

A 2025-2026 wave of state and
federal regulatory enforcement

establishes the first legal boundaries

The Next Horizon

2014-era biometric patents await
regulatory clearance to measure
emotional response per ad impression
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Hardware as a Structural

Cost Center
The Value Inversion

Roku 2025 Device Gross Margin:
Deteriorated from -13.8% (Qg to
-23.3% (Q4). Generating an $82
million annual hardware loss.

Hardware
Foundation

Platform
A Superstructure

M

Roku 2026 Platform Guidance:
$4.89 billion in revenue with a
21-52% gross margin.

0 »
I_I— ) —IT
The LTV/CAC Engine
Hardware Loss ($30) = Customer Acquisition Cost (CAC)
+ Platform ARPU ($40-$80/yr x 7-10 years) = Lifetime Value (LTV)
b 4 = Result: An unprecedented 13x to 25x LTV/CAC ratio
= i
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The $2.3 Billion Retail Catalyst
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ACR Data

smart TVs.

Walmart
Retail Data
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The December 2024 acquisition was not a hardware play. It merged what a household watches with what a household buys. Advertisers

can now observe a TV ad impression and definitively track the subsequent retail purchase under a single, unified household identity graph.
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The HDMI Blindspot I+

Core Insight: Verified by the 2024 UCL/UC Davis/UC3M g
peer-reviewed network audit, the TV’'s ACR system runs : E Y
. : :
continuously regardless of the input source. [ E
Ei
l-._..l E
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The television does not distinguish between a broadcast network signal and a private data feed. It captures whatever pixels
touch the glass. Private work presentations, console gaming sessions, and external streaming sticks (Apple TV) are all
continuously fingerprinted and transmitted. The privacy implications break the boundary of traditional media consumption.
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The Surveillance Footprint Matrix l
Manufacturer | Capture Rate | Transmission | Opt-out Friction | Enforcement Status
200+ clicks Settled with Texas |l
Samsung Soms 60s batched across 4 menus AG (Feb 2026)
10ms / 48kHz Buried as | Fighting Texas
Lo audio Every 195 “Live Plus” AG Lawsuit
| Vizio : Buried as 2017 FTC Settlement
e 500ms Continuous “Viewing Data” ($2.2M)
=\ -
[D=  Hisense / : : |Texas AG Restrainingl
el Unknown Continuous Hostile UI B 7 Tk Siant
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The CTV Gold Rush: Bridging the $46.89B Gap

‘ 20.2% I_Th+|a Anomaly: i

Time Spent with Media In 2025, Connected TV
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(CTV) captures 20.2% of
all time spent with
media, but only attracts
7.7% of total ad spend
(a 24621 ratio).

The Projection:

CTV ad spend will surge
from $33.35 billion in
2025 to $46.89 billion
by 2028, surpassing
linear TV ad spend for
first time in history.
By 2029, the market hits
$51 billion.

Time Spent Share (%)
Ad Spend Share (%)

éE#ery percentage point of advertising migrating from linear TV to CTV represents approximately $1 billiuﬁf
' moving directly toward the platforms that own the ACR surveillance infrastructure. 22




The 2025-2026 Enforcement Wave

Vizio FTC Settlement

A $2.2M fine on 11 million
tracked households (~%$0.20
per household).

Industry treats it as a
toll, not a deterrent.

Nov 2024 Dec 2025

: 7 :

The Empirical Foundation Texas AG Lawsuits

UCL network audit Ken Paxton sues
provides undeniable, Samsung, LG, Sony,
peer-reviewed proof of Hisense, and TCL
ACR mechanics. over "dark pattern”

opt-outs.

The Federal Parallel

FTC finalizes a 20-
year order against

GM/OnStar for identical
data harvesting 1in
connected vehicles.




The Legal Blueprint:
The Samsung Texas Settlement

Core Facts The Mandates
» Settled February 26, 2026. - Halt Processing: Immediate cessation of
+ Zero monetary penalty disclosed. . ACR data collection without express

consumer consent.

\“WME- - Clear Ul: Complete rewrite of the 200-click
.\ // 1| ‘dark pattern’ menus into clear, conspicuous,
4 affirmative opt-in flows.

Strategic Implication: The settlement acts as an industry template. Maintaining state-by-state variations is
economically unviable. Samsung'’s new consent flow establishes a de facto national regulatory floor that LG,
Sony, and Chinese-owned Hisense/TCL will be pressured to adopt.
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| The Next Horizon: Patent 8,879,854 // E'E

The Tech:

Samsung U.S. Patent 8,879,854 (Granted Nov 2014)
details a method for recognizing an emotion of

an individual based on facial action units.

The Mechanism:

The system utilizes the Facial Action Coding System (FACS).
Embedded TV webcams decompose physical micro-expressions
(e.g., AU 12: lip corner puller) into strings. A matching algorithm
tolerates low-resolution noise to output one of six specific
emotional states: Angry, Fear, Sad, Happy, Surprise, Disgust.

| :---E?B9A”I—‘F:&ISS‘—A12-H EMOTION: HAPPY

AU 12

Status Note:

Though the specific patent lapsed in 2023 for nonpayment,
Samsung'’s broader biometric IP estate is vast. The capability is now
in the public domain, accelerating competitor deployment.
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The Holy Grail: Emotion-Per-Impression

| TV displays ¢ : | _
(ACR |dentifies [
Context: et YOU Watcheg, The Value

Current advertising Proposition:
The market value of

measurement relies on o 2

coarse proxies (clicks, R distinguishing between
views, attributed 2 The Real-Time an ad that made a
conversions). £ M i ke viewer happy versus an
Combining ACR content SR o“e"_zat'o“ ad that made them
identification with =% Engine angry, measured at
real-time FACS = 2 population scale in
emotional mapping real-time, is

yields to yields the essentially unlimited.
trillion-dollar

measurement holy grail.
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The Regulatory Time Lag

Technology Deployment

Patent ACR deployed Emotion Al

8,879,854 filed broadly tech ready
—) — O—

The Disconnect

Texas AG / Samsung
Vizio ETC settlement

Regulatory Action

2010 2012 2014 2015 2017 2020 2022 2025 2026 2028

2030+

I,__

The Synthesis Insight: Regulators are fighting the last decade’s war. By the time 2014-era ACR consent
| f_ramewnrks are finalized, the industry business model will pivot to highly insulated 2030-era biometric monetizatio

)
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Strategic Scenarios (2026-2028)

Bullish (30% Probability)

Outcome:
Industry consolidates around
opt-in framework.

Impact:

- Cosmetic governance. Most
users opt-in.

- Modest 10-20% ARPU

compression easily absorbed.

- CTV market hits $46.89B
target.

Base (50% Probability)

Outcome:
Bifurcated enforcement; varied
state outcomes.

Impact:

- Texas template spreads.
Partial FTC action.

- EU GDPR fines (~$200-$500M).

- Class actions settle
($300-$800M) .

- ARPU drops 10-15%. Biometric
deployment delayed.

- CTV growth slows slightly
($44B by 2028).

Bearish (20% Probability)

Outcome:
Regulatory Hammer; structural
compression.

Impact:

- Catalyst event triggers
severe federal GM/OnStar-style
legislation.

- Opt-outs hit 40-60%. ARPU
crashes 30-50% (crimson).

- Walmart/Vizio write-down
(cxrimson).

- Biometrics politically toxic
(crimson).
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The Stakeholder Playbook

Actionable Directives

v,

Consumers

Treat ACR as an active threat, not a default-on
annoyance.

Disable buried settings across 200+ menus.
Consider DNS-layer blocking (Pi-hole).

Assume firmware updates will quietly reset
consent toggles.

A

Investors

Position based on the 30/50/20 scenario
probabilities.

Track major regulatory tail risk for CTV
platforms (Roku, Walmart) through 2028.

Monitor severe market-access risk for Chinese-
owned manufacturers (Hisense, TCL).

=

Manufacturers

Adopt the Samsung Texas settlement template
voluntarily.

Fighting the new regulatory floor is more
expensive than compliance.

Hisense's active restraining order is the warning
shot.

Policymakers

State-by-state enforcement is wildly inefficient.

A federal connected-device framework mirroring
the FTC GM/OnStar tempiate is required.

Look to the EU Al Act biometric provisions to
preempt the 2030 Emotion Al rollout.
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